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ASSEMBLEIA NACIONAL 12. Célia Duarte Delgado
13. Francisco Ribeiro Tavares
Resolugio n.° 113/VIII/2014 14. Ivo Pereira
de 19 de Novembro 15. Jodo Anténio de S4 Ramos Evora
A Assembleia Nacional vota, nos termos da alinea m) 16. Jodo Leitao Monteiro

do artigo 175° da Constituicdo, a seguinte Resolucéo: 17. Joaquim Rodrigues Nobre

Artigo 1° .
18. Jorge Alberto Brito

E criada, ao abrigo do numero 1 do artigo 172° do Regi-

mento da Assembleia Nacional, uma Comissio Eventual 19. José Anténio Santos Medina Pires

de Redacgao com a seguinte composicao: 20. Lourenco Milton Tavares Santos
1. José Manuel Gomes Andrade, PAICV 91. Lucette Andrade
2. Pedro Alexandre Tavares Rocha, MpD 929, Luciano Tavares
3. Carlos Tavares Rodrigues, PAICV 23, Luis Cardoso
4. Anilda Eneida Monteiro Tavares, MpD 94. Luis Silvestre Monteiro
5. Maria Fernanda Varela, PAICV 95. Manuel de Jesus Dias
Artigo 2°

26. Marcelino Lopes Afonso

A Comissao extlr.lguejse uma vez realizada a redac¢ao 97 Maria de F4tima Dias Cabral
final dos textos legislativos.

Aprovada em 28 de Outubro de 2014. 28. Maria do Livramento Barbosa Fernandes

. 29. Maria Luisa Dias Monteiro
Publique-se.

O Presidente da Assembleia Nacional, Basilio Mosso 30. Maria Rosa da Veiga Barbosa

Ramos 31. Octavio Cardoso Lopes

1929000 003178

32. Olga Vitorina Lima

Resolucio n.° 114/VIIL/2014 33. Oscar Vicente Martins Duarte
de 19 de Novembro 34. Pedro Escoléstico Ferreira Barbosa
A Assembleia Nacional vota, nos termos da alinea m) 35. Placido Antonio Gomes Cardoso

do artigo 175° da Constituicdo, a seguinte Resolucéao: ) .
36. Saturnino Sanches Varela Ferreira
Artigo 1°
, . . o o 37. Sertério Rodrigues Pereira
E reconhecida a qualidade de beneficiario dos direitos _ .
referidos nas alineas a) a i) do ndmero 1 do artigo 5° da Lei 38. Tiburcio Tavares

n° 59/VIII/2014, de 18 de Marco, aos seguintes cidad&os: 39 Vital Armando da Silva
1. Abel de Pina Horta Fernandes

Artigo 2°
2. Alice Ensa Sainte-Luce Rectifica-se o artigo tinico, nimero 12 da Resolucdo
3. Anastécio Tavares n°® 84/VIII/2013, de 16 de Dezembro, de modo a constar
como beneficiario, Simao Mendes Moreira e ndo Siméo
4. Antoénio Jesus Rosa Rodrigues Pires Mendes da Moreira.
5. Anténio Pedro Gomes Cardoso Artigo 3°
6. Anténio Pedro Monteiro Lima Entrada em vigor
7 Anténio Vieira Monteiro A presente Resolugdo entra em vigor no dia seguinte
' ao da sua publicacao.
8. Armindo Cipriano Mauricio
p Aprovada em 31 de Outubro de 2014.
9. Augustin Sagna

Publique-se.

10. Carlos Alberto Mendes Semedo O Presidente da Assembleia Nacional, Basilio Mosso

11. Carlos Ramos Furtado Ramos
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Resolucao n.° 115/VIII/2014

de 19 de Novembro

A Assembleia Nacional vota, nos termos da alinea a)
do artigo 178.° da Constituicdo, a seguinte Resolucéio:

Artigo Unico
A Assembleia Nacional, apds apreciacio, aprova a

Conta Geral do Estado referente ao exercicio econémico
do ano de 2011.

Aprovada em 31de Outubro de 2014.
Publique-se.

O Presidente da Assembleia Nacional, Basilio Mosso
Ramos

Resolucao n.° 116/VIII/2014
de 19 de Novembro

A Assembleia Nacional vota, nos termos da alinea b)
do artigo 179° da Constitui¢do, a seguinte Resolucgéo:

Artigo 1.°

Objecto

E aprovada, para adeséo, a Convengao sobre o Ciber-
crime, adoptada em Budapeste em 23 de Novembro de
2001, cujo texto, do original em lingua inglesa, assim
como a respectiva traducio para a lingua portuguesa,
se publica em anexo a presente Resolucdo, da qual faz
parte integrante.

Artigo 2.°

Reserva

No momento da adesdo a Convengéo referida no artigo
1.°, a Republica de Cabo Verde reserva-se do artigo 24.°
em tudo o que contrariar o disposto na Constituigdo da
Republica de Cabo Verde em matéria de extradigdo.

Artigo 3.°

Entrada em vigor

A presente Resolucio entra em vigor no dia seguinte
ao da sua publicacao.

Aprovada em 31 de Outubro de 2014.
Publique-se.

O Presidente da Assembleia Nacional, Basilio Mosso
Ramos

CONVENTION ON CYBERCRIME
Preamble

The member States of the Council of Europe and the
other States signatory hereto,

Considering that the aim of the Council of Europe is to
achieve a greater unity between its members;

Recognising the value of fostering co-operation with
the other States parties to this Convention;
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Convinced of the need to pursue, as a matter of priority,
a common criminal policy aimed at the protection of soci-
ety against cybercrime, inter alia, by adopting appropri-
ate legislation and fostering international co-operation;

Conscious of the profound changes brought about by
the digitalisation, convergence and continuing globalisa-
tion of computer networks;

Concerned by the risk that computer networks and
electronic information may also be used for committing
criminal offences and that evidence relating to such of-
fences may be stored and transferred by these networks;

Recognising the need for co-operation between States
and private industry in combating cybercrime and the
need to protect legitimate interests in the use and devel-
opment of information technologies;

Believing that an effective fight against cybercrime
requires increased, rapid and well-functioning interna-
tional co-operation in criminal matters;

Convinced that the present Convention is necessary
to deter action directed against the confidentiality, in-
tegrity and availability of computer systems, networks
and computer data as well as the misuse of such systems,
networks and data by providing for the criminalisation
of such conduct, as described in this Convention, and the
adoption of powers sufficient for effectively combating
such criminal offences, by facilitating their detection,
investigation and prosecution at both the domestic and
international levels and by providing arrangements for
fast and reliable international co-operation;

Mindful of the need to ensure a proper balance between
the interests of law enforcement and respect for funda-
mental human rights as enshrined in the 1950 Council of
Europe Convention for the Protection of Human Rights
and Fundamental Freedoms, the 1966 United Nations
International Covenant on Civil and Political Rights and
other applicable international human rights treaties,
which reaffirm the right of everyone to hold opinions
without interference, as well as the right to freedom
of expression, including the freedom to seek, receive, and
impart information and ideas of all kinds, regardless of
frontiers, and the rights concerning the respect for privacy;

Mindful also of the right to the protection of personal
data, as conferred, for example, by the 1981 Council of
Europe Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data;

Considering the 1989 United Nations Convention on
the Rights of the Child and the 1999 International Labour
Organization Worst Forms of Child Labour Convention;

Taking into account the existing Council of Europe
conventions on co-operation in the penal field, as well as
similar treaties which exist between Council of Europe
member States and other States, and stressing that the
present Convention is intended to supplement those
conventions in order to make criminal investigations
and proceedings concerning criminal offences related to
computer systems and data more effective and to enable
the collection of evidence in electronic form of a criminal
offence;
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Welcoming recent developments which further advance
international understanding and co-operation in combat-
ing cybercrime, including action taken by the United
Nations, the OECD, the European Union and the G8;

Recalling Committee of Ministers Recommendations
No. R (85) 10 concerning the practical application of the
European Convention on Mutual Assistance in Criminal
Matters in respect of letters rogatory for the intercep-
tion of telecommunications, No. R (88) 2 on piracy in
the field of copyright and neighbouring rights, No. R
(87) 15 regulating the use of personal data in the police
sector, No. R (95) 4 on the protection of personal data in
the area of telecommunication services, with particular
reference to telephone services, as well as No. R (89) 9 on
computer-related crime providing guidelines for national
legislatures concerning the definition of certain computer
crimes and No. R (95) 13 concerning problems of criminal
procedural law connected with information technology;

Having regard to Resolution No. 1 adopted by the
European Ministers of Justice at their 21st Conference
(Prague, 10 and 11 June 1997), which recommended that
the Committee of Ministers support the work on cyber-
crime carried out by the European Committee on Crime
Problems (CDPC) in order to bring domestic criminal
law provisions closer to each other and enable the use
of effective means of investigation into such offences, as
well as to Resolution No. 3 adopted at the 23rd Confer-
ence of the European Ministers of Justice (London, 8 and
9 June 2000), which encouraged the negotiating parties
to pursue their efforts with a view to finding appropriate
solutions to enable the largest possible number of States
to become parties to the Convention and acknowledged
the need for a swift and efficient system of international
co-operation, which duly takes into account the specific
requirements of the fight against cybercrime;

Having also regard to the Action Plan adopted by the
Heads of State and Government of the Council of Europe
on the occasion of their Second Summit (Strasbourg, 10
and 11 October 1997), to seek common responses to the
development of the new information technologies based
on the standards and values of the Council of Europe;

Have agreed as follows:
Chapter I
Use of terms
Article 1
Definitions
For the purposes of this Convention:

a. “computer system” means any device or a group
of interconnected or related devices, one
or more of which, pursuant to a program,
performs automatic processing of data;

b. “computer data” means any representation
of facts, information or concepts in a form
suitable for processing in a computer system,
including a program suitable to cause a
computer system to perform a function,
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c¢. “service provider” means:

1. any public or private entity that provides to
users of its service the ability to communicate
by means of a computer system, and

ii. any other entity that processes or stores
computerdataonbehalfofsuchcommunication
service or users of such service;

d. “traffic data” means any computer data relating
to a communication by means of a computer
system, generated by a computer system that
formed a part in the chain of communication,
indicating the communication’s origin,
destination, route, time, date, size, duration,
or type of underlying service.

Chapter 11
Measures to be taken at the national level
Section 1 — Substantive criminal law

Title 1 — Offences against the confidentiality, integrity
and availability of computer data and systems

Article 2

Illegal access

Each Party shall adopt such legislative and other meas-
ures as may be necessary to establish as criminal offences
under its domestic law, when committed intentionally,
the access to the whole or any part of a computer system
without right. A Party may require that the offence be
committed by infringing security measures, with the in-
tent of obtaining computer data or other dishonest intent,
or in relation to a computer system that is connected to
another computer system.

Article 3

Illegal interception

Each Party shall adopt such legislative and other meas-
ures as may be necessary to establish as criminal offences
under its domestic law, when committed intentionally,
the interception without right, made by technical means,
of non-public transmissions of computer data to, from
or within a computer system, including electromagnetic
emissions from a computer system carrying such com-
puter data. A Party may require that the offence be com-
mitted with dishonest intent, or in relation to a computer
system that is connected to another computer system.

Article 4

Data interference

1. Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law, when committed inten-
tionally, the damaging, deletion, deterioration, alteration
or suppression of computer data without right.

2. A Party may reserve the right to require that the
conduct described in paragraph 1 result in serious harm.
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Article 5

System interference

Each Party shall adopt such legislative and other meas-
ures as may be necessary to establish as criminal offences
under its domestic law, when committed intentionally,
the serious hindering without right of the functioning
of a computer system by inputting, transmitting, dam-
aging, deleting, deteriorating, altering or suppressing
computer data.

Article 6

Misuse of devices

1. Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law, when committed inten-
tionally and without right:

a. the production, sale, procurement for use, im-
port, distribution or otherwise making avail-
able of:

1. a device, including a computer program, de-
signed or adapted primarily for the purpose of
committing any of the offences established in
accordance with the above Articles 2 through 5;

11. a computer password, access code, or similar
data by which the whole or any part of a com-
puter system is capable of being accessed,

with intent that it be used for the purpose of committing
any of the offences established in Articles 2 through 5; and

b. the possession of an item referred to in para-
graphs a.l or i1 above, with intent that it be
used for the purpose of committing any of the
offences established in Articles 2 through 5.
A Party may require by law that a number
of such items be possessed before criminal li-
ability attaches.

2. This article shall not be interpreted as imposing
criminal liability where the production, sale, procure-
ment for use, import, distribution or otherwise making
available or possession referred to in paragraph 1 of this
article is not for the purpose of committing an offence
established in accordance with Articles 2 through 5 of
this Convention, such as for the authorised testing or
protection of a computer system.

3. Each Party may reserve the right not to apply
paragraph 1 of this article, provided that the reserva-
tion does not concern the sale, distribution or otherwise
making available of the items referred to in paragraph
1 a.ii of this article.

Title 2 — Computer-related offences
Article 7

Computer-related forgery

Each Party shall adopt such legislative and other meas-
ures as may be necessary to establish as criminal offences
under its domestic law, when committed intentionally
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and without right, the input, alteration, deletion, or sup-
pression of computer data, resulting in inauthentic data
with the intent that it be considered or acted upon for le-
gal purposes as if it were authentic, regardless whether or
not the data is directly readable and intelligible. A Party
may require an intent to defraud, or similar dishonest
intent, before criminal liability attaches.

Article 8

Computer-related fraud

Each Party shall adopt such legislative and other meas-
ures as may be necessary to establish as criminal offences
under its domestic law, when committed intentionally
and without right, the causing of a loss of property to
another person by:

a. any input, alteration, deletion or suppression of
computer data;

b. any interference with the functioning of a com-
puter system,

with fraudulent or dishonest intent of procuring, without
right, an economic benefit for oneself or for another person.

Title 3 — Content-related offences
Article 9

Offences related to child pornography

1. Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law, when committed inten-
tionally and without right, the following conduct:

a. producing child pornography for the purpose of
its distribution through a computer system,;

b. offering or making available child pornography
through a computer system;

c. distributing or transmitting child pornography
through a computer system;

d. procuring child pornography through a compu-
ter system for oneself or for another person;

e. possessing child pornography in a computer sys-
tem or on a computer-data storage medium.

2. For the purpose of paragraph 1 above, the term
“child pornography” shall include pornographic material
that visually depicts:

a. a minor engaged in sexually explicit conduct;

b. a person appearing to be a minor engaged in
sexually explicit conduct;

c. realistic images representing a minor engaged in
sexually explicit conduct.

3. For the purpose of paragraph 2 above, the term
“minor” shall include all persons under 18 years of age.
A Party may, however, require a lower age-limit, which
shall be not less than 16 years.

4. Each Party may reserve the right not to apply, in
whole or in part, paragraphs 1, sub-paragraphs d. and
e, and 2, sub-paragraphs b. and c.
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Title 4 — Offences related to infringements of copyright
and related rights

Article 10

Offences related to infringements of copyright
and related rights

1. Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law the infringement of copy-
right, as defined under the law of that Party, pursuant
to the obligations it has undertaken under the Paris Act
of 24 July 1971 revising the Bern Convention for the
Protection of Literary and Artistic Works, the Agreement
on Trade-Related Aspects of Intellectual Property Rights
and the WIPO Copyright Treaty, with the exception of
any moral rights conferred by such conventions, where
such acts are committed wilfully, on a commercial scale
and by means of a computer system.

2. Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal of-
fences under its domestic law the infringement of related
rights, as defined under the law of that Party, pursuant to
the obligations it has undertaken under the International
Convention for the Protection of Performers, Producers
of Phonograms and Broadcasting Organisations (Rome
Convention), the Agreement on Trade-Related Aspects
of Intellectual Property Rights and the WIPO Perform-
ances and Phonograms Treaty, with the exception of any
moral rights conferred by such conventions, where such
acts are committed wilfully, on a commercial scale and
by means of a computer system.

3. A Party may reserve the right not to impose crimi-
nal liability under paragraphs 1 and 2 of this article
in limited circumstances, provided that other effective
remedies are available and that such reservation does
not derogate from the Party’s international obligations
set forth in the international instruments referred to in
paragraphs 1 and 2 of this article.

Title 5 — Ancillary liability and sanctions
Article 11

Attempt and aiding or abetting

1. Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law, when committed in-
tentionally, aiding or abetting the commission of any of
the offences established in accordance with Articles 2
through 10 of the present Convention with intent that
such offence be committed.

2. Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law, when committed in-
tentionally, an attempt to commit any of the offences
established in accordance with Articles 3 through 5, 7,
8, and 9.1.a and c. of this Convention.

3. Each Party may reserve the right not to apply, in
whole or in part, paragraph 2 of this article.
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Article 12
Corporate liability

1. Each Party shall adopt such legislative and other
measures as may be necessary to ensure that legal per-
sons can be held liable for a criminal offence established
1n accordance with this Convention, committed for their
benefit by any natural person, acting either individually
or as part of an organ of the legal person, who has a lead-
ing position within it, based on:

a. a power of representation of the legal person;

b. an authority to take decisions on behalf of the
legal person;

c¢. an authority to exercise control within the legal
person.

2. In addition to the cases already provided for in
paragraph 1 of this article, each Party shall take the
measures necessary to ensure that a legal person can be
held liable where the lack of supervision or control by
a natural person referred to in paragraph 1 has made
possible the commission of a criminal offence established
in accordance with this Convention for the benefit of
that legal person by a natural person acting under its
authority.

3. Subject to the legal principles of the Party, the
liability of a legal person may be criminal, civil or ad-
ministrative.

4. Such liability shall be without prejudice to the
criminal liability of the natural persons who have com-
mitted the offence.

Article 13

Sanctions and measures

1. Each Party shall adopt such legislative and other
measures as may be necessary to ensure that the crimi-
nal offences established in accordance with Articles 2
through 11 are punishable by effective, proportionate and
dissuasive sanctions, which include deprivation of liberty.

2. Each Party shall ensure that legal persons held
liable in accordance with Article 12 shall be subject to
effective, proportionate and dissuasive criminal or non-
criminal sanctions or measures, including monetary
sanctions.

Section 2 — Procedural law
Title 1 — Common provisions
Article 14
Scope of procedural provisions

1. Each Party shall adopt such legislative and other
measures as may be necessary to establish the powers
and procedures provided for in this section for the pur-
pose of specific criminal investigations or proceedings.

2. Except as specifically provided otherwise in Article 21,
each Party shall apply the powers and procedures re-
ferred to in paragraph 1 of this article to:

a. the criminal offences established in accordance
with Articles 2 through 11 of this Convention;
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b. other criminal offences committed by means of a
computer system; and

c. the collection of evidence in electronic form of a
criminal offence.

3. a. Each Party may reserve the right to apply the
measures referred to in Article 20 only to offences or cat-
egories of offences specified in the reservation, provided
that the range of such offences or categories of offences
is not more restricted than the range of offences to which
it applies the measures referred to in Article 21. Each
Party shall consider restricting such a reservation to
enable the broadest application of the measure referred
to in Article 20.

b. Where a Party, due to limitations in its legisla-
tion in force at the time of the adoption of the
present Convention, is not able to apply the
measures referred to in Articles 20 and 21 to
communications being transmitted within a
computer system of a service provider, which
system:

1. 1s being operated for the benefit of a closed group
of users, and

i1. does not employ public communications net-
works and is not connected with another com-
puter system, whether public or private,

that Party may reserve the right not to apply these
measures to such communications. Each Party shall
consider restricting such a reservation to enable the
broadest application of the measures referred to in Ar-
ticles 20 and 21.

Article 15

Conditions and safeguards

1. Each Party shall ensure that the establishment,
implementation and application of the powers and pro-
cedures provided for in this Section are subject to condi-
tions and safeguards provided for under its domestic law,
which shall provide for the adequate protection of human
rights and liberties, including rights arising pursuant to
obligations it has undertaken under the 1950 Council of
Europe Convention for the Protection of Human Rights
and Fundamental Freedoms, the 1966 United Nations
International Covenant on Civil and Political Rights,
and other applicable international human rights in-
struments, and which shall incorporate the principle of
proportionality.

2. Such conditions and safeguards shall, as appro-
priate in view of the nature of the procedure or power
concerned, inter alia, include judicial or other independ-
ent supervision, grounds justifying application, and
limitation of the scope and the duration of such power
or procedure.

3. To the extent that it is consistent with the public
interest, in particular the sound administration of justice,
each Party shall consider the impact of the powers and
procedures in this section upon the rights, responsibilities
and legitimate interests of third parties.
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Title 2 — Expedited preservation of stored computer data
Article 16

Expedited preservation of stored computer data

1. Each Party shall adopt such legislative and other
measures as may be necessary to enable its competent
authorities to order or similarly obtain the expeditious
preservation of specified computer data, including traf-
fic data, that has been stored by means of a computer
system, in particular where there are grounds to believe
that the computer data is particularly vulnerable to loss
or modification.

2. Where a Party gives effect to paragraph 1 above by
means of an order to a person to preserve specified stored
computer data in the person’s possession or control, the
Party shall adopt such legislative and other measures
as may be necessary to oblige that person to preserve
and maintain the integrity of that computer data for a
period of time as long as necessary, up to a maximum of
ninety days, to enable the competent authorities to seek
its disclosure. A Party may provide for such an order to
be subsequently renewed.

3. Each Party shall adopt such legislative and other
measures as may be necessary to oblige the custodian
or other person who is to preserve the computer data to
keep confidential the undertaking of such procedures
for the period of time provided for by its domestic law.

4. The powers and procedures referred to in this article
shall be subject to Articles 14 and 15.

Article 17

Expedited preservation and partial disclosure of traffic data

1. Each Party shall adopt, in respect of traffic data
that is to be preserved under Article 16, such legislative
and other measures as may be necessary to:

a. ensure that such expeditious preservation of traf-
fic data is available regardless of whether one
or more service providers were involved in the
transmission of that communication; and

b. ensure the expeditious disclosure to the Party’s
competent authority, or a person designated
by that authority, of a sufficient amount of
traffic data to enable the Party to identify the
service providers and the path through which
the communication was transmitted.

2. The powers and procedures referred to in this article
shall be subject to Articles 14 and 15.

Title 3 — Production order
Article 18

Production order

1. Each Party shall adopt such legislative and other
measures as may be necessary to empower its competent
authorities to order:

a. a person in its territory to submit specified com-
puter data in that person’s possession or con-
trol, which is stored in a computer system or
a computer-data storage medium; and
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b. a service provider offering its services in the ter-
ritory of the Party to submit subscriber infor-
mation relating to such services in that serv-
ice provider’s possession or control.

2. The powers and procedures referred to in this article
shall be subject to Articles 14 and 15.

3. For the purpose of this article, the term “subscriber
information” means any information contained in the
form of computer data or any other form that is held by
a service provider, relating to subscribers of its services
other than traffic or content data and by which can be
established:

a. the type of communication service used, the
technical provisions taken thereto and the
period of service;

b. the subscriber’s identity, postal or geographic
address, telephone and other access number,
billing and payment information, available
on the basis of the service agreement or ar-
rangement;

c¢. any other information on the site of the installa-
tion of communication equipment, available
on the basis of the service agreement or ar-
rangement.

Title 4 — Search and seizure of stored computer data

Article 19

Search and seizure of stored computer data

1. Each Party shall adopt such legislative and other
measures as may be necessary to empower its competent
authorities to search or similarly access:

1929000 003178

a. a computer system or part of it and computer
data stored therein; and

b. a computer-data storage medium in which com-
puter data may be stored in its territory.

2. Each Party shall adopt such legislative and other
measures as may be necessary to ensure that where its
authorities search or similarly access a specific compu-
ter system or part of it, pursuant to paragraph 1.a, and
have grounds to believe that the data sought is stored
in another computer system or part of it in its territory,
and such data is lawfully accessible from or available
to the initial system, the authorities shall be able to
expeditiously extend the search or similar accessing to
the other system.

3. Each Party shall adopt such legislative and other
measures as may be necessary to empower its competent
authorities to seize or similarly secure computer data ac-
cessed according to paragraphs 1 or 2. These measures
shall include the power to:

a. seize or similarly secure a computer system or
part of it or a computer-data storage medium,;

b. make and retain a copy of those computer data;

c. maintain the integrity of the relevant stored
computer data;

d. render inaccessible or remove those computer
data in the accessed computer system.
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4. Each Party shall adopt such legislative and other
measures as may be necessary to empower its competent
authorities to order any person who has knowledge about
the functioning of the computer system or measures ap-
plied to protect the computer data therein to provide, as
is reasonable, the necessary information, to enable the
undertaking of the measures referred to in paragraphs
1 and 2.

5. The powers and procedures referred to in this article
shall be subject to Articles 14 and 15.

Title 5 — Real-time collection of computer data
Article 20

Real-time collection of traffic data

1. Each Party shall adopt such legislative and other
measures as may be necessary to empower its competent
authorities to:

a. collect or record through the application of technical
means on the territory of that Party, and

b. compel a service provider, within its existing
technical capability:

1. to collect or record through the application of tech-
nical means on the territory of that Party; or

1. to co-operate and assist the competent au-
thorities in the collection or recording of, traf-
fic data, in real-time, associated with specified
communications in its territory transmitted
by means of a computer system.

2. Where a Party, due to the established principles
of its domestic legal system, cannot adopt the measures
referred to in paragraph 1.a, it may instead adopt legisla-
tive and other measures as may be necessary to ensure
the real-time collection or recording of traffic data as-
sociated with specified communications transmitted in
its territory, through the application of technical means
on that territory.

3. Each Party shall adopt such legislative and other
measures as may be necessary to oblige a service pro-
vider to keep confidential the fact of the execution of any
power provided for in this article and any information
relating to it.

4. The powers and procedures referred to in this article
shall be subject to Articles 14 and 15.

Article 21

Interception of content data

1. Each Party shall adopt such legislative and other
measures as may be necessary, in relation to a range of
serious offences to be determined by domestic law, to
empower its competent authorities to:

a. collect or record through the application of technical
means on the territory of that Party, and

b. compel a service provider, within its existing
technical capability:
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1. to collect or record through the application of
technical means on the territory of that Party, or

11 to co-operate and assist the competent au-
thorities in the collection or recording of, con-
tent data, in real-time, of specified communi-
cations in its territory transmitted by means
of a computer system.

2. Where a Party, due to the established principles
of its domestic legal system, cannot adopt the measures
referred to in paragraph 1.a, it may instead adopt legisla-
tive and other measures as may be necessary to ensure
the real-time collection or recording of content data on
specified communications in its territory through the
application of technical means on that territory.

3. Each Party shall adopt such legislative and other
measures as may be necessary to oblige a service pro-
vider to keep confidential the fact of the execution of any
power provided for in this article and any information
relating to it.

4. The powers and procedures referred to in this article
shall be subject to Articles 14 and 15.

Section 3 — Jurisdiction
Article 22

Jurisdiction

1 Each Party shall adopt such legislative and other
measures as may be necessary to establish jurisdiction
over any offence established in accordance with Articles
2 through 11 of this Convention, when the offence is
committed:

a. in its territory; or
b. on board a ship flying the flag of that Party; or

c. on board an aircraft registered under the laws of
that Party; or

d. by one of its nationals, if the offence is punisha-
ble under criminal law where it was commit-
ted or if the offence is committed outside the
territorial jurisdiction of any State.

2. Each Party may reserve the right not to apply or to
apply only in specific cases or conditions the jurisdiction
rules laid down in paragraphs 1.b through 1.d of this
article or any part thereof.

3. Each Party shall adopt such measures as may be
necessary to establish jurisdiction over the offences
referred to in Article 24, paragraph 1, of this Conven-
tion, in cases where an alleged offender is present in its
territory and it does not extradite him or her to another
Party, solely on the basis of his or her nationality, after
a request for extradition.

4. This Convention does not exclude any criminal
jurisdiction exercised by a Party in accordance with its
domestic law.

5. When more than one Party claims jurisdiction
over an alleged offence established in accordance with
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this Convention, the Parties involved shall, where ap-
propriate, consult with a view to determining the most
appropriate jurisdiction for prosecution.

Chapter III
International co-operation
Section 1 — General principles

Title 1 — General principles relating to international
co-operation

Article 23

General principles relating to international co-operation

The Parties shall co-operate with each other, in ac-
cordance with the provisions of this chapter, and through
the application of relevant international instruments on
international co-operation in criminal matters, arrange-
ments agreed on the basis of uniform or reciprocal legisla-
tion, and domestic laws, to the widest extent possible for
the purposes of investigations or proceedings concerning
criminal offences related to computer systems and data,
or for the collection of evidence in electronic form of a
criminal offence.

Title 2 — Principles relating to extradition
Article 24

Extradition

1. a. This article applies to extradition between Par-
ties for the criminal offences established in accordance
with Articles 2 through 11 of this Convention, provided
that they are punishable under the laws of both Parties
concerned by deprivation of liberty for a maximum period
of at least one year, or by a more severe penalty.

b. Where a different minimum penalty is to be ap-
plied under an arrangement agreed on the
basis of uniform or reciprocal legislation or
an extradition treaty, including the European
Convention on Extradition (ETS No. 24), ap-
plicable between two or more parties, the
minimum penalty provided for under such
arrangement or treaty shall apply.

2. The criminal offences described in paragraph 1 of
this article shall be deemed to be included as extradit-
able offences in any extradition treaty existing between
or among the Parties. The Parties undertake to include
such offences as extraditable offences in any extradition
treaty to be concluded between or among them.

3. If a Party that makes extradition conditional on
the existence of a treaty receives a request for extradi-
tion from another Party with which it does not have an
extradition treaty, it may consider this Convention as the
legal basis for extradition with respect to any criminal
offence referred to in paragraph 1 of this article.

4. Parties that do not make extradition conditional
on the existence of a treaty shall recognise the criminal
offences referred to in paragraph 1 of this article as ex-
traditable offences between themselves.
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5. Extradition shall be subject to the conditions pro-
vided for by the law of the requested Party or by applica-
ble extradition treaties, including the grounds on which
the requested Party may refuse extradition.

6. If extradition for a criminal offence referred to in
paragraph 1 of this article is refused solely on the basis
of the nationality of the person sought, or because the
requested Party deems that it has jurisdiction over the
offence, the requested Party shall submit the case at the
request of the requesting Party to its competent authori-
ties for the purpose of prosecution and shall report the
final outcome to the requesting Party in due course. Those
authorities shall take their decision and conduct their
investigations and proceedings in the same manner as
for any other offence of a comparable nature under the
law of that Party.

7. a. Each Party shall, at the time of signature or when
depositing its instrument of ratification, acceptance,
approval or accession, communicate to the Secretary
General of the Council of Europe the name and address
of each authority responsible for making or receiving
requests for extradition or provisional arrest in the ab-
sence of a treaty.

b. The Secretary General of the Council of Europe
shall set up and keep updated a register of
authorities so designated by the Parties.
Each Party shall ensure that the details held
on the register are correct at all times.

Title 3 — General principles relating to mutual assistance
Article 25

General principles relating to mutual assistance

1. The Parties shall afford one another mutual assist-
ance to the widest extent possible for the purpose of in-
vestigations or proceedings concerning criminal offences
related to computer systems and data, or for the collection
of evidence in electronic form of a criminal offence.

2. Each Party shall also adopt such legislative and
other measures as may be necessary to carry out the
obligations set forth in Articles 27 through 35.

3. Each Party may, in urgent circumstances, make
requests for mutual assistance or communications re-
lated thereto by expedited means of communication,
including fax or e-mail, to the extent that such means
provide appropriate levels of security and authentication
(including the use of encryption, where necessary), with
formal confirmation to follow, where required by the
requested Party. The requested Party shall accept and
respond to the request by any such expedited means of
communication.

4. Except as otherwise specifically provided in articles
in this chapter, mutual assistance shall be subject to the
conditions provided for by the law of the requested Party
or by applicable mutual assistance treaties, including
the grounds on which the requested Party may refuse
co-operation. The requested Party shall not exercise the
right to refuse mutual assistance in relation to the of-
fences referred to in Articles 2 through 11 solely on the
ground that the request concerns an offence which it
considers a fiscal offence.
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5. Where, in accordance with the provisions of this
chapter, the requested Party is permitted to make mu-
tual assistance conditional upon the existence of dual
criminality, that condition shall be deemed fulfilled,
irrespective of whether its laws place the offence within
the same category of offence or denominate the offence
by the same terminology as the requesting Party, if the
conduct underlying the offence for which assistance is
sought is a criminal offence under its laws.

Article 26

Spontaneous information

1. A Party may, within the limits of its domestic law
and without prior request, forward to another Party
information obtained within the framework of its own
investigations when it considers that the disclosure of
such information might assist the receiving Party in
initiating or carrying out investigations or proceedings
concerning criminal offences established in accordance
with this Convention or might lead to a request for co-
operation by that Party under this chapter.

2. Prior to providing such information, the providing
Party may request that it be kept confidential or only
used subject to conditions. If the receiving Party cannot
comply with such request, it shall notify the providing
Party, which shall then determine whether the informa-
tion should nevertheless be provided. If the receiving
Party accepts the information subject to the conditions,
it shall be bound by them.

Title 4 — Procedures pertaining to mutual assistance
requests in the absence of applicable international
agreements

Article 27

Procedures pertaining to mutual assistance requests
in the absence of applicable international agreements

1. Where there is no mutual assistance treaty or
arrangement on the basis of uniform or reciprocal leg-
islation in force between the requesting and requested
Parties, the provisions of paragraphs 2 through 9 of this
article shall apply. The provisions of this article shall not
apply where such treaty, arrangement or legislation ex-
ists, unless the Parties concerned agree to apply any or
all of the remainder of this article in lieu thereof.

2. a. Each Party shall designate a central authority
or authorities responsible for sending and answering
requests for mutual assistance, the execution of such
requests or their transmission to the authorities com-
petent for their execution.

b. The central authorities shall communicate di-
rectly with each other;

c. Each Party shall, at the time of signature or
when depositing its instrument of ratifica-
tion, acceptance, approval or accession, com-
municate to the Secretary General of the
Council of Europe the names and addresses
of the authorities designated in pursuance of
this paragraph;
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d. The Secretary General of the Council of Europe
shall set up and keep updated a register of
central authorities designated by the Parties.
Each Party shall ensure that the details held
on the register are correct at all times.

3. Mutual assistance requests under this article shall
be executed in accordance with the procedures specified
by the requesting Party, except where incompatible with
the law of the requested Party.

4. The requested Party may, in addition to the grounds
for refusal established in Article 25, paragraph 4, refuse
assistance if:

a. the request concerns an offence which the re-
quested Party considers a political offence or
an offence connected with a political offence,
or

b. it considers that execution of the request is like-
ly to prejudice its sovereignty, security, ordre
public or other essential interests.

5. The requested Party may postpone action on a re-
quest if such action would prejudice criminal investiga-
tions or proceedings conducted by its authorities.

6. Before refusing or postponing assistance, the re-
quested Party shall, where appropriate after having
consulted with the requesting Party, consider whether
the request may be granted partially or subject to such
conditions as it deems necessary.

7. The requested Party shall promptly inform the
requesting Party of the outcome of the execution of a
request for assistance. Reasons shall be given for any
refusal or postponement of the request. The requested
Party shall also inform the requesting Party of any rea-
sons that render impossible the execution of the request
or are likely to delay it significantly.

8. The requesting Party may request that the re-
quested Party keep confidential the fact of any request
made under this chapter as well as its subject, except to
the extent necessary for its execution. If the requested
Party cannot comply with the request for confidentiality,
it shall promptly inform the requesting Party, which shall
then determine whether the request should nevertheless
be executed.

9. a. In the event of urgency, requests for mutual as-
sistance or communications related thereto may be sent
directly by judicial authorities of the requesting Party
to such authorities of the requested Party. In any such
cases, a copy shall be sent at the same time to the central
authority of the requested Party through the central
authority of the requesting Party.

b. Any request or communication under this para-
graph may be made through the International
Criminal Police Organisation (Interpol).

c¢. Where a request is made pursuant to sub-par-
agraph a. of this article and the authority
is not competent to deal with the request, it
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shall refer the request to the competent na-
tional authority and inform directly the re-
questing Party that it has done so.

d. Requests or communications made under this
paragraph that do not involve coercive action
may be directly transmitted by the compe-
tent authorities of the requesting Party to the
competent authorities of the requested Party.

e. Each Party may, at the time of signature or when
depositing its instrument of ratification, ac-
ceptance, approval or accession, inform the
Secretary General of the Council of Europe
that, for reasons of efficiency, requests made
under this paragraph are to be addressed to
its central authority.

Article 28

Confidentiality and limitation on use

1. When there is no mutual assistance treaty or ar-
rangement on the basis of uniform or reciprocal legisla-
tion in force between the requesting and the requested
Parties, the provisions of this article shall apply. The
provisions of this article shall not apply where such
treaty, arrangement or legislation exists, unless the Par-
ties concerned agree to apply any or all of the remainder
of this article in lieu thereof.

2. The requested Party may make the supply of infor-
mation or material in response to a request dependent
on the condition that it is:

a. kept confidential where the request for mutual
legal assistance could not be complied with in
the absence of such condition, or

b. not used for investigations or proceedings other
than those stated in the request.

3. If the requesting Party cannot comply with a condi-
tion referred to in paragraph 2, it shall promptly inform
the other Party, which shall then determine whether
the information should nevertheless be provided. When
the requesting Party accepts the condition, it shall be
bound by it.

4. Any Party that supplies information or material
subject to a condition referred to in paragraph 2 may
require the other Party to explain, in relation to that
condition, the use made of such information or material.

Section 2 — Specific provisions

Title 1 — Mutual assistance regarding provisional
measures

Article 29

Expedited preservation of stored computer data

1. A Party may request another Party to order or
otherwise obtain the expeditious preservation of data
stored by means of a computer system, located within the
territory of that other Party and in respect of which the
requesting Party intends to submit a request for mutual
assistance for the search or similar access, seizure or
similar securing, or disclosure of the data.
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2. A request for preservation made under paragraph
1 shall specify:

a. the authority seeking the preservation;

b. the offence that is the subject of a criminal inves-
tigation or proceedings and a brief summary
of the related facts;

c. the stored computer data to be preserved and its
relationship to the offence;

d. any available information identifying the custo-
dian of the stored computer data or the loca-
tion of the computer system;

e. the necessity of the preservation; and

f. that the Party intends to submit a request for
mutual assistance for the search or similar
access, seizure or similar securing, or disclo-
sure of the stored computer data.

3. Upon receiving the request from another Party, the
requested Party shall take all appropriate measures to
preserve expeditiously the specified data in accordance
with its domestic law. For the purposes of responding
to a request, dual criminality shall not be required as a
condition to providing such preservation.

4. A Party that requires dual criminality as a condi-
tion for responding to a request for mutual assistance for
the search or similar access, seizure or similar securing,
or disclosure of stored data may, in respect of offences
other than those established in accordance with Articles 2
through 11 of this Convention, reserve the right to refuse
the request for preservation under this article in cases
where it has reasons to believe that at the time of disclo-
sure the condition of dual criminality cannot be fulfilled.

5. In addition, a request for preservation may only
be refused if:

a. the request concerns an offence which the re-
quested Party considers a political offence or
an offence connected with a political offence,
or

b. the requested Party considers that execution of
the request is likely to prejudice its sover-
eignty, security, ordre public or other essen-
tial interests.

6. Where the requested Party believes that preservation
will not ensure the future availability of the data or will
threaten the confidentiality of or otherwise prejudice
the requesting Party’s investigation, it shall promptly so
inform the requesting Party, which shall then determine
whether the request should nevertheless be executed.

7. Any preservation effected in response to the request
referred to in paragraph 1 shall be for a period not less
than sixty days, in order to enable the requesting Party to
submit a request for the search or similar access, seizure
or similar securing, or disclosure of the data. Following
the receipt of such a request, the data shall continue to
be preserved pending a decision on that request.
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Article 30
Expedited disclosure of preserved traffic data

1. Where, in the course of the execution of a request
made pursuant to Article 29 to preserve traffic data
concerning a specific communication, the requested
Party discovers that a service provider in another State
was involved in the transmission of the communication,
the requested Party shall expeditiously disclose to the
requesting Party a sufficient amount of traffic data to
identify that service provider and the path through which
the communication was transmitted.

2. Disclosure of traffic data under paragraph 1 may
only be withheld if:

a. the request concerns an offence which the request-
ed Party considers a political offence or an of-
fence connected with a political offence; or

b. the requested Party considers that execution of
the request is likely to prejudice its sover-
eignty, security, ordre public or other essen-
tial interests.

Title 2 — Mutual assistance regarding investigative
powers

Article 31

Mutual assistance regarding accessing of stored computer data

1. A Party may request another Party to search or
similarly access, seize or similarly secure, and disclose
data stored by means of a computer system located within
the territory of the requested Party, including data that
has been preserved pursuant to Article 29.

2. The requested Party shall respond to the request
through the application of international instruments,
arrangements and laws referred to in Article 23, and in
accordance with other relevant provisions of this chapter.

3. The request shall be responded to on an expedited
basis where:

a. there are grounds to believe that relevant data is
particularly vulnerable to loss or modification;
or

b. the instruments, arrangements and laws re-
ferred to in paragraph 2 otherwise provide for
expedited co-operation.

Article 32

Trans-border access to stored computer data with consent or
where publicly available

A Party may, without the authorisation of another
Party:

a. access publicly available (open source) stored
computer data, regardless of where the data
is located geographically; or

b. access or receive, through a computer system in
its territory, stored computer data located in
another Party, if the Party obtains the law-
ful and voluntary consent of the person who
has the lawful authority to disclose the data
to the Party through that computer system.
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Article 33

Mutual assistance in the real-time collection of traffic data

1. The Parties shall provide mutual assistance to each
other in the real-time collection of traffic data associ-
ated with specified communications in their territory
transmitted by means of a computer system. Subject to
the provisions of paragraph 2, this assistance shall be
governed by the conditions and procedures provided for
under domestic law.

2. Each Party shall provide such assistance at least
with respect to criminal offences for which real-time
collection of traffic data would be available in a similar
domestic case.

Article 34

Mutual assistance regarding the interception of content data

The Parties shall provide mutual assistance to each
other in the real-time collection or recording of content
data of specified communications transmitted by means
of a computer system to the extent permitted under their
applicable treaties and domestic laws.

Title 3 — 24/ 7 Network
Article 35

24/7 Network

1. Each Party shall designate a point of contact avail-
able on a twenty-four hour, seven-day-a-week basis, in
order to ensure the provision of immediate assistance for
the purpose of investigations or proceedings concerning
criminal offences related to computer systems and data,
or for the collection of evidence in electronic form of a
criminal offence. Such assistance shall include facilitat-
ing, or, if permitted by its domestic law and practice,
directly carrying out the following measures:
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a. the provision of technical advice;

b. the preservation of data pursuant to Articles 29
and 30;

c. the collection of evidence, the provision of legal
information, and locating of suspects.

2. a. A Party’s point of contact shall have the capacity
to carry out communications with the point of contact of
another Party on an expedited basis.

b. If the point of contact designated by a Party is
not part of that Party’s authority or authori-
ties responsible for international mutual as-
sistance or extradition, the point of contact
shall ensure that it is able to co-ordinate with
such authority or authorities on an expedited
basis.

3. Each Party shall ensure that trained and equipped

personnel are available, in order to facilitate the opera-
tion of the network.
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Chapter IV

Final provisions
Article 36

Signature and entry into force

1. This Convention shall be open for signature by the
member States of the Council of Europe and by non-mem-
ber States which have participated in its elaboration.

2. This Convention is subject to ratification, acceptance
or approval. Instruments of ratification, acceptance or
approval shall be deposited with the Secretary General
of the Council of Europe.

3. This Convention shall enter into force on the first
day of the month following the expiration of a period
of three months after the date on which five States,
including at least three member States of the Council
of Europe, have expressed their consent to be bound
by the Convention in accordance with the provisions of
paragraphs 1 and 2.

4. In respect of any signatory State which subsequently
expresses its consent to be bound by it, the Convention
shall enter into force on the first day of the month fol-
lowing the expiration of a period of three months after
the date of the expression of its consent to be bound by
the Convention in accordance with the provisions of
paragraphs 1 and 2.

Article 37

Accession to the Convention

1. After the entry into force of this Convention, the
Committee of Ministers of the Council of Europe, after
consulting with and obtaining the unanimous consent
of the Contracting States to the Convention, may invite
any State which is not a member of the Council and
which has not participated in its elaboration to accede
to this Convention. The decision shall be taken by the
majority provided for in Article 20.d. of the Statute of
the Council of Europe and by the unanimous vote of the
representatives of the Contracting States entitled to sit
on the Committee of Ministers.

2. In respect of any State acceding to the Convention
under paragraph 1 above, the Convention shall enter into
force on the first day of the month following the expiration
of a period of three months after the date of deposit of
the instrument of accession with the Secretary General
of the Council of Europe.

Article 38

Territorial application

1. Any State may, at the time of signature or when
depositing its instrument of ratification, acceptance, ap-
proval or accession, specify the territory or territories to
which this Convention shall apply.

2. Any State may, at any later date, by a declaration
addressed to the Secretary General of the Council of
Europe, extend the application of this Convention to any
other territory specified in the declaration. In respect

5C7B6601-7A89-43D9-B880-80A14D566478


https://kiosk.incv.cv

W MPRENSA HACIONAL DE CABO VERDE, SA

1929000 003178

2118

Documento descarregado pelo utilizador Ministério da Justica (10.72.80.223) em 03-12-2014 12:33:41.
© Todos os direitos reservados. A copia ou distribuicdo nédo autorizada é proibida.

| SERIE — N 70 «B. O.» DA REPUBLICA DE CABO VERDE — 19 DEOVEMBRO DE 2014

of such territory the Convention shall enter into force
on the first day of the month following the expiration of
a period of three months after the date of receipt of the
declaration by the Secretary General.

3. Any declaration made under the two preceding
paragraphs may, in respect of any territory specified
in such declaration, be withdrawn by a notification ad-
dressed to the Secretary General of the Council of Europe.
The withdrawal shall become effective on the first day of
the month following the expiration of a period of three
months after the date of receipt of such notification by
the Secretary General.

Article 39

Effects of the Convention

1. The purpose of the present Convention is to sup-
plement applicable multilateral or bilateral treaties or
arrangements as between the Parties, including the
provisions of:

—the European Convention on Extradition, opened
for signature in Paris, on 13 December 1957
(ETS No. 24);

— the European Convention on Mutual Assistance
in Criminal Matters, opened for signature in
Strasbourg, on 20 April 1959 (ETS No. 30);

— the Additional Protocol to the European
Convention on Mutual Assistance in Criminal
Matters, opened for signature in Strasbourg,
on 17 March 1978 (ETS No. 99).

2. If two or more Parties have already concluded an
agreement or treaty on the matters dealt with in this
Convention or have otherwise established their relations
on such matters, or should they in future do so, they shall
also be entitled to apply that agreement or treaty or to
regulate those relations accordingly. However, where
Parties establish their relations in respect of the mat-
ters dealt with in the present Convention other than as
regulated therein, they shall do so in a manner that is
not inconsistent with the Convention’s objectives and
principles.

3. Nothing in this Convention shall affect other rights,
restrictions, obligations and responsibilities of a Party.

Article 40

Declarations

By a written notification addressed to the Secretary
General of the Council of Europe, any State may, at the
time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, declare
that it avails itself of the possibility of requiring ad-
ditional elements as provided for under Articles 2, 3, 6
paragraph 1.b, 7, 9 paragraph 3, and 27, paragraph 9.e.

Article 41
Federal clause
1. A federal State may reserve the right to assume ob-

ligations under Chapter II of this Convention consistent
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with its fundamental principles governing the relation-
ship between its central government and constituent
States or other similar territorial entities provided that
it is still able to co-operate under Chapter III.

2. When making a reservation under paragraph 1, a
federal State may not apply the terms of such reserva-
tion to exclude or substantially diminish its obligations
to provide for measures set forth in Chapter II. Overall,
it shall provide for a broad and effective law enforcement
capability with respect to those measures.

3. With regard to the provisions of this Convention,
the application of which comes under the jurisdiction
of constituent States or other similar territorial enti-
ties, that are not obliged by the constitutional system of
the federation to take legislative measures, the federal
government shall inform the competent authorities of
such States of the said provisions with its favourable
opinion, encouraging them to take appropriate action to
give them effect.

Article 42

Reservations

By a written notification addressed to the Secretary
General of the Council of Europe, any State may, at the
time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, declare
that it avails itself of the reservation(s) provided for in
Article 4, paragraph 2, Article 6, paragraph 3, Article 9,
paragraph 4, Article 10, paragraph 3, Article 11, para-
graph 3, Article 14, paragraph 3, Article 22, paragraph
2, Article 29, paragraph 4, and Article 41, paragraph 1.
No other reservation may be made.

Article 43

Status and withdrawal of reservations

1. A Party that has made a reservation in accord-
ance with Article 42 may wholly or partially withdraw
it by means of a notification addressed to the Secretary
General of the Council of Europe. Such withdrawal shall
take effect on the date of receipt of such notification by
the Secretary General. If the notification states that the
withdrawal of a reservation is to take effect on a date
specified therein, and such date is later than the date on
which the notification is received by the Secretary Gen-
eral, the withdrawal shall take effect on such a later date.

2. A Party that has made a reservation as referred to
in Article 42 shall withdraw such reservation, in whole
or in part, as soon as circumstances so permit.

3. The Secretary General of the Council of Europe may
periodically enquire with Parties that have made one or
more reservations as referred to in Article 42 as to the
prospects for withdrawing such reservation(s).

Article 44

Amendments

1. Amendments to this Convention may be proposed by
any Party, and shall be communicated by the Secretary
General of the Council of Europe to the member States of
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the Council of Europe, to the non-member States which
have participated in the elaboration of this Convention
as well as to any State which has acceded to, or has been
invited to accede to, this Convention in accordance with
the provisions of Article 37.

2. Any amendment proposed by a Party shall be
communicated to the European Committee on Crime
Problems (CDPC), which shall submit to the Committee
of Ministers its opinion on that proposed amendment.

3. The Committee of Ministers shall consider the pro-
posed amendment and the opinion submitted by the CDPC
and, following consultation with the non-member States
Parties to this Convention, may adopt the amendment.

4. The text of any amendment adopted by the Commit-
tee of Ministers in accordance with paragraph 3 of this
article shall be forwarded to the Parties for acceptance.

5. Any amendment adopted in accordance with para-
graph 3 of this article shall come into force on the thir-
tieth day after all Parties have informed the Secretary
General of their acceptance thereof.

Article 45

Settlement of disputes

1. The European Committee on Crime Problems
(CDPC) shall be kept informed regarding the interpreta-
tion and application of this Convention.
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2. In case of a dispute between Parties as to the in-
terpretation or application of this Convention, they shall
seek a settlement of the dispute through negotiation
or any other peaceful means of their choice, including
submission of the dispute to the CDPC, to an arbitral
tribunal whose decisions shall be binding upon the Par-
ties, or to the International Court of Justice, as agreed
upon by the Parties concerned.

Article 46

Consultations of the Parties

1. The Parties shall, as appropriate, consult periodi-
cally with a view to facilitating:

a. the effective use and implementation of this
Convention, including the identification of
any problems thereof, as well as the effects
of any declaration or reservation made under
this Convention;

b. the exchange of information on significant legal,
policy or technological developments pertain-
ing to cybercrime and the collection of evi-
dence in electronic form;

c. consideration of possible supplementation or
amendment of the Convention.

2. The European Committee on Crime Problems
(CDPC) shall be kept periodically informed regarding
the result of consultations referred to in paragraph 1.
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3. The CDPC shall, as appropriate, facilitate the
consultations referred to in paragraph 1 and take the
measures necessary to assist the Parties in their efforts to
supplement or amend the Convention. At the latest three
years after the present Convention enters into force, the
European Committee on Crime Problems (CDPC) shall,
in co-operation with the Parties, conduct a review of all
of the Convention’s provisions and, if necessary, recom-
mend any appropriate amendments.

4. Except where assumed by the Council of Europe,
expenses incurred in carrying out the provisions of para-
graph 1 shall be borne by the Parties in the manner to
be determined by them.

5. The Parties shall be assisted by the Secretariat of
the Council of Europe in carrying out their functions
pursuant to this article.

Article 47

Denunciation

1. Any Party may, at any time, denounce this Convention
by means of a notification addressed to the Secretary
General of the Council of Europe.

2. Such denunciation shall become effective on the first
day of the month following the expiration of a period of
three months after the date of receipt of the notification
by the Secretary General.

Article 48

Notification

The Secretary General of the Council of Europe shall
notify the member States of the Council of Europe, the
non-member States which have participated in the
elaboration of this Convention as well as any State
which has acceded to, or has been invited to accede to,
this Convention of:

a. any signature;

b. the deposit of any instrument of ratification, ac-
ceptance, approval or accession;

c. any date of entry into force of this Convention in
accordance with Articles 36 and 37;

d. any declaration made under Article 40 or res-
ervation made in accordance with Article 42;

e. any other act, notification or communication re-
lating to this Convention.

In witness whereof the undersigned, being duly au-
thorised thereto, have signed this Convention.

Done at Budapest, this 23rd day of November 2001,
in English and in French, both texts being equally
authentic, in a single copy which shall be deposited in
the archives of the Council of Europe. The Secretary
General of the Council of Europe shall transmit certified
copies to each member State of the Council of Europe, to
the non-member States which have participated in the
elaboration of this Convention, and to any State invited
to accede to it.
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CONVENCAO SOBRE O CIBERCRIME
Preambulo

Os Estados membros do Conselho da Europa e os outros
Estados signatarios:

Considerando que o objectivo do Conselho da Europa é
o de criar uma unido mais estreita entre os seus membros;

Reconhecendo a importancia de intensificar a cooperacio
com os outros Estados Partes na presente Convengao;

Convictos da necessidade de prosseguir, com caracter
prioritario, uma politica criminal comum, com o objectivo
de proteger a sociedade do cibercrime, nomeadamente
através da adopcao de legislacio adequada e do fomento
da cooperacdo internacional,;

Conscientes das profundas mudangas provocadas pela
digitalizacgdo, pela convergéncia e pela globalizacgio per-
manente das redes informAaticas;

Preocupados com o risco das redes informaticas e da
informacéao electrénica também poderem ser utilizadas
para cometer infracc¢bes penais e das provas dessas
infracgoes poderem ser armazenadas e transmitidas
através dessas redes;

Reconhecendo a necessidade de haver cooperacao
entre os Estados e a industria privada no combate ao
cibercrime, bem como a de proteger os interesses legi-
timos ligados ao uso e desenvolvimento das tecnologias
de informacao;

Acreditando que uma luta efectiva contra o cibercrime
requer uma cooperacio internacional em matéria penal
mais intensa, rapida e eficaz;

Convictos de que a presente Convencido é necessaria
para impedir os actos praticados contra a confidencia-
lidade, integridade e disponibilidade de sistemas infor-
maticos, de redes e de dados informaticos, bem como a
utilizacdo fraudulenta desses sistemas, redes e dados,
prevendo a criminalizacido desses comportamentos, tal
como se encontram descritos na presente Convencéao,
e a criacao de competéncias suficientes para combater
eficazmente essas infraccées, facilitando a deteccéo, a
investigacao e a acgdo penal relativamente as referidas
infracgoes, tanto ao nivel nacional como ao nivel interna-
cional, e adoptando medidas que visem uma cooperacio
Iinternacional rapida e fiavel,;

Tendo presente a necessidade de garantir um equilibrio
adequado entre os interesses da aplicagdo da lei e o res-
peito pelos direitos fundamentais do homem consagrados
na Convengdo para a Protec¢do dos Direitos do Homem
e das Liberdades Fundamentais do Conselho da Europa
(1950), no Pacto Internacional sobre os Direitos Civis e
Politicos das Nagdes Unidas (1966) e noutros tratados
internacionais em matéria de direitos humanos, que rea-
firmam o direito a liberdade de opinido sem interferéncia,
bem como o direito a liberdade de expressio, incluindo a
liberdade de procurar, receber e transmitir, sem conside-
ragdo de fronteiras, informagoes e ideias de todo o género
e, ainda, o direito ao respeito da vida privada;
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Tendo igualmente presente o direito a protecc¢io de da-
dos pessoais, tal como definido na Convencéo do Conselho
da Europa para a Proteccdo das Pessoas relativamente
ao Tratamento Automatizado de Dados de Caracter
Pessoal de 1981;

Considerando a Convencéao das Nag¢oes Unidas sobre os
Direitos da Crianca de 1989, e a Convencao da Organi-
zacao Internacional do Trabalho sobre as Piores Formas
de Trabalho Infantil de 1999;

Tendo em conta as Convengoes do Conselho da Europa
sobre cooperagdo em matéria penal, bem como outros
tratados semelhantes entre os Estados membros do
Conselho da Europa e outros Estados, e sublinhando que
a presente Convengao tem por finalidade complementar
as referidas Convengoes de modo a tornar mais eficazes
as investigacgoes e as acgoes penais relativas a infracgoes
relacionadas com sistemas e dados informaticos, bem
como permitir a recolha de provas electrénicas de uma
infracgao penal;

Saudando as iniciativas recentes para melhorar o
entendimento e a cooperagio internacionais no combate
ao cibercrime, nomeadamente as ac¢bes empreendidas
pelas Nagoes Unidas, pela OCDE, pela Unido Europeia
e pelo G8;

Recordando as Recomendagdes do Comité de Ministros
n.” R (85) 10 relativa a aplicagdo pratica da Convencgao
Europeia de Auxilio Judiciario Miituo em matéria penal
no tocante as cartas rogatoérias para intercepgao de tele-
comunicacgoes, n.° R (88) 2 sobre as medidas destinadas
a combater a pirataria no dominio dos direitos de autor
e direitos conexos, n.” R (87) 15 que regulamenta a utili-
zacdo de dados pessoais no sector da policia, n.° R (95) 4
sobre a proteccédo de dados de caracter pessoal no sector
das telecomunicacgoes, designadamente os servicos tele-
fénicos, e n.° R (89) 9 sobre a criminalidade informatica
que estabelece directrizes para os legisladores nacionais
respeitantes a defini¢do de certos crimes informaticos, e
ainda a n.’ R (95) 13 relativa a problemas da lei proces-
sual penal ligados as tecnologias da informacao;

Tendo em conta a Resolugéo n.’ 1 adoptada pelos Minis-
tros europeus da Justiga na sua 21.* Conferéncia (Praga,
10 e 11 de Junho de 1997), que recomenda ao Comité de
Ministros o apoio ao trabalho desenvolvido pelo Comité
Europeu para os Problemas Criminais (CDPC) no domi-
nio do cibercrime, a fim de aproximar as legislacgoes pe-
nais nacionais e de permitir a utilizacdo de meios eficazes
para investigar esses crimes, bem como a Resoluc¢don.’ 3
adoptada na 23.? Conferéncia dos Ministros europeus da
Justica (Londres, 8 e 9 de Junho de 2000), que encoraja
as partes intervenientes nas negociac¢oes a prosseguirem
os seus esforgos para encontrar solugoes adequadas que
permitam ao maior niumero possivel de Estados tornarem
-se partes da Convencéo, e reconhece a necessidade de
haver um sistema de cooperacao internacional rapido e
eficaz que tenha devidamente em conta as exigéncias
especificas da luta contra o cibercrime;

Tendo, igualmente, em consideragao o Plano de Acgao
que foi adoptado pelos Chefes de Estado e de Governo do
Conselho da Europa na sua Segunda Cimeira (Estras-
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burgo, 10 e 11 de Outubro de 1997) para, com base nas
normas e nos valores do Conselho da Europa, encontrar
respostas comuns face ao desenvolvimento das novas
tecnologias de informacio;

Acordam no seguinte:
CAPITULO I

Terminologia
Artigo 